Introduction
To protect a block cipher against classical cryptanalysis, the involved functions must satisfy several criteria. Currently the best understood classes with respect to properties required in cryptology are monomial and quadratic ones. However quadratic functions are not suitable for many applications since they have small algebraic degree. Also the use of monomial functions in block ciphers is often criticized, since they exploit only the multiplicative structure of the underlying finite field.
The best resistance to differential attacks provide the almost perfect nonlinear (APN) functions. The classification of APN functions is far from being achieved. In particular, the existence of APN functions which permute F 2 n , when n is even, is the mystery of the research on APN functions. Such functions exist for n = 6 as shown by the group of John Dillon [15] . However no example for even n 8 is known.
We say that a function is sparse when it is expressed by a polynomial consisting of few non-zero terms. It is currently believed that APN sparse functions are rare, leading to more general studies on functions with low differential uniformity (see recent papers [2] [3] [4] 7, 23, 24, 26, 27] ).
In this paper, we construct sparse functions and explore their properties. In particular we are interested in the algebraic degree, the capacity to resist to differential attacks and the bijectivity of these functions. More precisely, we consider the functions 
on F 2 n , where γ is a fixed non-zero element of F 2 n , s, t are fixed positive integers and T r is the absolute trace function on F 2 n . These functions are constructed with two monomials and therefore they admit an efficient implementation; also, they are more or less easy to study. The study of functions F s,t,γ , which are permutations on F 2 n , was originated by the first two authors in [11, 12] . This paper concentrates on finding special classes of such families having properties required in applications. The paper is organized as follows: The next section includes basic properties and definitions. In Section 3, we describe functions F s,t,γ which are bijective and which are 2-to-1. We present several properties on these functions. In particular, we give the expression of the inverse of those permutations and show how to construct permutations from such 2-to-1 functions. Section 4 is devoted to specific classes. We first characterize all permutations of the form x → x s + γ T r(x): for such a function, s must be the inverse modulo 2 n − 1 of a quadratic exponent. Thus, for odd n, such almost bent (AB) function is 2-to-1. For even n we get permutations with differential uniformity 4. Furthermore these functions have a high algebraic degree. In Section 4.2, we study the case where x → x s in (1) is the multiplicative inverse function. Notably in this case for n even, we show that the differential uniformity of F s,t,γ is either 4 or 6 and construct permutations with differential uniformity 6. We also exhibit some such functions with differential uniformity 4. In Section 5, we study functions constructed with two quadratic monomials.
Preliminaries
In this section we recall definitions and properties which will be used later as well as the so-called switching construction.
Definitions and notation
Let n 2 and 0 s, t 2 n − 1 be integers. To identify s (resp. t) with its 2-adic expansion is to write 
Any function F on F 2 n has a unique univariate polynomial representation as follows:
Its algebraic degree is deg(F ) = max{wt(k) | α k = 0}. The derivative of F in the direction a is the function x → F (x) + F (x + a). The resistance of F to differential cryptanalysis is related to the following quantities: Definition 1. Let F : F 2 n → F 2 n . For any a and b in F 2 n , we denote
where |E| is the cardinality of any set E, and δ(F ) = max a =0,b∈F 2 n δ F (a, b).
The functions such that δ(F ) = 2, are said to be almost perfect nonlinear (APN ). A function F is said to be differentially k-uniform if δ(F ) = k.
The following lemma is well-known and easy to prove. Lemma 1. Let F be a permutation of F 2 n and denote its compositional inverse by
The function F can also be represented by 2 n − 1 Boolean functions
which are called the component functions of F . We denote by wt(g) the Hamming weight of a Boolean function g, i.e., the number of x ∈ F 2 n such that g(x) = 1. The nonlinearity n (f ) of a Boolean function f is its Hamming distance to the set of all affine functions:
Further, the nonlinearity of F :
The nonlinearity of F measures its vulnerability to linear attacks. The functions that have maximal nonlinearity are called almost bent (AB). The Walsh transform of F , denoted by W F , is defined as
for any β ∈ F 2 n and λ ∈ F * only. Consequently, AB functions exist only for n odd.
Note that
We denote by W(F ) the multiset of the values of the Walsh transform of F . Now, suppose that F is a permutation of F 2 n and F −1 its inverse. Then It is also known that any AB function is an APN function. More details on APN/AB functions can be found, for instance, in [1, 2, 14, 16] and lists of known such functions in [6, 9] .
This implies that W(F
) = W(F −1 ); in particular N L(F ) = N L(F −1 )
Permutations by switching
In [11] and [12] , the authors are interesting in functions of the shape G(x)+γ T r(H(x)) which permute F 2 n . We first recall a general result based on the existence of a linear structure for Boolean functions.
Definition 3. Let f be a Boolean function on F 2 n and c ∈ F 2 . We say that α ∈ F * 2 n is a c-linear structure of f if [10, Theorem 2] .) Let G be a permutation on F 2 n , f be any Boolean function on F 2 n . Then the function
Theorem 1. (See
is a permutation of F 2 n if and only if γ is a 0-linear structure of
denotes the compositional inverse function of G.
Remark 1.
(a) Let F be defined by (5) . For any y = F (x) then
Since f is a Boolean function, the preimages of y (by F ) contain at most two elements. (b) Assume that f (x) = T r(x) in (5). The function F can be a permutation only if the Boolean function x → T r(G −1 (x)) has a linear structure. We study the case where G is a monomial in Section 4.1 later.
For all permutations described by Theorem 1, we can compute their inverses using the knowledge of the inverse of G. We first give a result which is an instance of [19, Theorem 3] . We include the proof for clarity. Proof. By hypothesis, we have:
Theorem 2. Let F be defined by (5) with the same hypothesis on G and f . Assume that F is a permutation. Then 
In [8] it was observed that any function F (x) = G(x) + T r(H(x)) satisfies δ(F ) 4 as soon as G is APN. A more general version of this fact was given in [12] . [12, Proposition 3] .) Let G and H be functions on
Proposition 1. (See
F 2 n and δ(G) = ρ. Then the function F (x) = G(x) + γ T r(H(x)) satisfies δ(F ) 2ρ for any γ ∈ F * 2 n .
A class of sparse functions: a presentation
A class of sparse functions which, under certain hypothesis, are either bijective or 2-to-1, have a large algebraic degree and a low differential uniformity, was introduced in a recent paper [12] . In this section we recall and extend the results presented in [12, Section 4] . In particular, we are more explicit about the properties of this class, giving notably the inverse of such permutations. We also derive new permutations from such 2-to-1 functions.
Definition 4. Let us define the class of polynomials
The corresponding function on F 2 n will be denoted by x → F s,t,γ (x). Proof. Let = gcd(s, 2 n − 1) with 3. Then there are exactly different elements
. We have 
The proof of the next theorem is given briefly in [12, Theorem 7] , as an application. For clarity, we detail the proof below.
and either (a) or (b) holds: 
This proves that F s,t,γ (x 1 ) = y 0 implies T r(x t 2 ) = 0 which implies F s,t,γ (x 2 ) = y 0 , and vice-versa. 
Combining Theorem 3 and Proposition 1, we obtain an infinite class of sparse polynomials which are bijective and have an upper bounded differential uniformity.
Then F s,i,γ is a permutation when T r(γ 
Remark 2. We use the notation of Theorem 3.
(a) If n is odd then k = gcd(i, n) with k odd. Then γ
For n = 2m we have k = 2 gcd(i, m). (b) One can choose s and 2 i +1 as the smallest elements of their cyclotomic coset. Indeed
We conclude this section with some remarks on the permutations F s,t,γ with low differential uniformity.
on F 2 n . Then we have:
(ii) Let n be odd and t = s( is not bijective for n even. From Theorem 3, F cannot be a permutation.
(ii) We again apply Theorem 3 for odd n. When gcd(i, n) = 1 we must have γ ∈ F 2 to build a permutation F . Since n is odd, T r(1) = 1 so that F is 2-to-1. 2
The functions F s,t,γ which are known to be at most differentially 4-uniform must be checked whether they are APN. Presently, such functions which are known to be APN have algebraic degree 2. Notably, the functions x → x 3 + T r(x 9 ), introduced in [8] , are APN for any n. We consider these functions in Section 5. The next proposition shows that such a function cannot be a permutation.
Proposition 3.
There is no permutation on F 2 n of the shape
with gcd(j, n) = 1 and gcd(i, n) = 1.
This holds in particular for
, for any γ ∈ F * 2 n and any n.
is APN, then F is not a permutation for n even, according to Proposition 2(i). For n odd, we apply Proposition 2(ii). 2 Example 1. Let s = 2 2i − 2 i + 1 with gcd(i, n) = 1 be the so-called Kasami exponent, and
Note that x → x s is APN and that 2 3i +1 = (2 i +1)s. So δ(F ) 4. For even n, F cannot be a permutation. If n is odd then F is a 2-to-1 function for γ = 1. For i = 1 we get F 3,9,1 which is APN for any n.
The inverse of permutations of type (6)
Here, we give the inverse of permutations, say F , defined by Theorem 3. Note that the inverse F −1 can have a large number of terms and a high algebraic degree while it has the same nonlinearity and the same differential uniformity as F .
Proof. We apply Theorem 2, with G(x) = x s (and thus G −1 (x) = x σ ) and
It remains to observe that (T r(x
According to Theorem 3, if F s,t,γ is a permutation then γ ∈ F 2 k where k = gcd(2i, n). Consequently, the function F s,t,γ as well as its inverse function have coefficients in the subfield F 2 k .
Assume that n = 2m and thus k = 2 gcd(i, m). If gcd(i, m) = 1 or γ ∈ F 2 m then F s,t,γ cannot be APN. This is because there is no APN permutation which corresponds to a polynomial in [18] and [1, Theorem 3] ).
In the following example and later in this paper we consider functions F s,t,γ with s = 2 n − 2. Since x 2 n −2 is the multiplicative inverse of every non-zero element x ∈ F 2 n , it is custom to write x −1 instead of x 2 n −2 , where 0 −1 is taken to be 0.
Example 2. Notation is as in the previous theorem. Let n = 3d, s = 2 n − 2, i = 3, k = gcd(6, n) and consider the permutation
Recall that δ(F ) = δ(F −1 ). If n is odd, then k = 3 and δ(F ) 4. Hence γ ∈ F 2 3 implying γ 9 = γ 2 and thus
So, a half of γ ∈ F 2 3 satisfy T r(γ) = 0. When n = 2m then k = 6 and γ ∈ F 2 6 . We will prove later, by Lemma 5,  We conclude this section with a brief discussion on the nonlinearity of functions F s,t,γ . Recall that we denote by N L(F ) the nonlinearity of a function F on F 2 n and by n (f ) the nonlinearity of a Boolean function f (see Section 2.1).
Consider any function F s,t,γ = x s + γ T r(x t ) of type Definition 4 and denote by f λ , λ ∈ F * 2 n , its component functions. According to (3), we have here [5] and the recent paper [7] ). It is an open problem to find any general property in this context.
The case of 2-to-1 functions
Consider the function on F 2 n given by
Assume that γ ∈ F 2 k with k = gcd(2i, n). Then, according to Theorem 3, F s,i,γ is a 2-to-1 function on F 2 n if and only if T r(γ
The next theorem shows that also in this case we can construct a new permutation.
is a permutation on F 2 n and its inverse is as follows:
Proof. We apply Theorem 1. The function
is a permutation on F 2 n , since γ is a 0-linear structure of f . Indeed, since γ ∈ F 2 k where k divides 2i, we have T r y Remark 5. In the previous method we can use γ = 1 when n is odd. Indeed, for any n (odd and even) the functions
are permutations on F 2 n . Such an example is treated in Proposition 8 later.
On specific classes
In this section, we study some specific classes of functions F s,t,γ . Our main purpose is to exhibit such functions with low differential uniformity, which are preferably bijective. As we showed in the previous sections, it is easy to construct functions F s,t,γ with differential uniformity at most 4. For odd prime n, they are not bijective, but they are 2-to-1 functions, which is also of interest. When n is even, we get easily permutations with differential uniformity at most 8. It is known that, in this case, bijective functions with differential uniformity 4 are rare. We describe in this section two classes of functions F s,t,γ for which the differential uniformity is better than the bound of Proposition 1.
The functions F s,1,γ
We determine here all permutations of the type x s +γ T r(x) and give their parameters. This problem is an instance of the study of bijectivity of functions x s + L(x), where L is a linear function over F 2 , see [23, 24] . A generalization to odd characteristic for s = −1 appeared recently in [17] . Here we consider the functions
where s is not a power of 2. Recall that, according to Theorem 3, the condition gcd(s, 2 n − 1) = 1 is necessary in order to have F s,γ bijective. • n/ odd, with = gcd(i, n);
In this case,
The nonlinearity of F s,γ equals the nonlinearity of x → x 2 i +1 . Moreover Thus the permutations of type (11) are of the form
The values δ(a, b) for F s,γ are the same as those of x → x 2 i +1 ; they are in the set {0, 2 } where = gcd(i, n). 2 The algebraic degree of F s,γ is obtained by computing the 
The function F
−1
s,γ is computed by using Theorem 4 and its algebraic degree is clearly 3. For the nonlinearity, we simply look at the spectrum of component functions f λ of F s,γ . We have for any λ ∈ F * 2 n and a ∈ F 2 n
where y
We get values of the spectrum of x → x 
2). 2
We now consider the functions F s,γ which have the lowest differential uniformity, that is δ(F s,γ ) = 4 for even n and δ(F s,γ ) = 2 for odd n. 
is a permutation on F 2 n if and only if γ = 1. It is a 2-to-1 function when γ ∈ F 4 \ F 2 . Moreover this function is plateaued and satisfies
When F i,γ is a permutation, its inverse is
which has same differential uniformity and same nonlinearity as F i,γ . 
Proof. We apply Theorem 6. Note that x → x
(according to (13) ). In a recent paper [7] , the authors point out that few permutations on F 2 n , with n even, are known, which are differentially 4-uniform and have a high nonlinearity. By Corollary 3, we extend [7, Table 1 ]. Although F i,γ is derived from quadratic monomials, it is of high algebraic degree. 
is 2-to-1 function which is AB of algebraic degree (n + 1)/2. 
where g λ are the component functions of G i . If one component, say g 1 , is linear then all its derivatives are constant and condition (14) cannot hold unless all g λ , λ = 1, are bent, which is impossible (n is odd here).
Example 3. Let n be odd. Note that
Thus, the functions
are respectively 2-to-1 and bijective. The function F is AB while δ(G) = 4.
The multiplicative inverse function
In this section, we study a subclass of functions on F 2 n :
where H(x) is any function. Actually, we will focus on the case where H(x) = x t for some t, after the general result given by Lemma 5 later. We first introduce notation and formula which will be used in all the section and do not depend on the choice of H. The (multiplicative) inverse function over a finite field is defined as
2 n can be written as follows
and h a (x) = H(x)+H(x+a). To compute δ(F ) we must compute the number of solutions x of the equations 
(p3) Consider any equation E(a, b). Then E(a, b)
is satisfied for x and x + a, with x / ∈ {0, a}, if and only if x satisfies at least one of these instances 
r(1/(aβ)) = T r(1).
Thus, when n is even, there exists a ∈ F * 2 n such that T r(1/(aβ)) = 0 for both β = 1/a and β = 1/a + γ.
Note that we implicitly proved the well-known property that the inverse function, say G(x) = x −1 , satisfies δ(G) = 2 for odd n and δ(G) = 4 for even n [25] .
where H is any function on F 2 n . Then
{4, 6} when n is even.
Proof. When n is odd, it comes directly from Proposition 1; note that δ(F ) = 2 when H is linear. Assume that n is even and choose a such that T r(1/(1+γa)) = 0 (see (p4)). According to (p1)-(p3), if b / ∈ {1/a, 1/a + γ} then E(a, b) has at most four solutions. We are going to prove that E(a, 1/a) or, respectively E(a, 1/a + γ), has at least four solutions.
We first suppose that the equation E(a, 1/a) is satisfied for x ∈ {0, a}, i.e., that T r(h a (0)) = 0. Further, E(a, 1/a) has at least two other solutions if and only if (17) or (18) 
If T r(h a (y)) = 0 then y is a solution of E(a, 1/a) else y is a solution of E(a, 1/a + γ).
Similarly, if T r(h a (z)) = 1 then z is a solution of E(a, 1/a) else z is a solution of E(a, 1/a + γ). This is exactly to say: if E(a, 1/a) has no solution x, x / ∈ {0, a}, then E(a, γ + 1/a) has four solutions y, z, y + a and z + a.
If T r(h a (0)) = 1 then E(a, γ + 1/a) is satisfied for x ∈ {0, a}. Similarly, we prove that if E(a, γ + 1/a) has no solution x, x / ∈ {0, a}, then E(a, 1/a) has four solutions. We can conclude that δ(F ) 4.
Moreover, it is clear that we cannot have δ(F ) = 8 (when n is even). It is because an equation E(a, b) can have more than four solutions only when 0 and a are solutions. In this case, b ∈ {1/a, 1/a + γ} and for each such b the number of solutions is 4 or 6. 2 Problem 2. It is of interest to study x −1 + γ T r(H(x)) for specific classes of H. For instance, by taking H(x) = x 2 /(x + 1), the authors of [26] obtain permutations F on F 2 n with n even and such that δ(F ) = 4. Does this property hold when H is a monomial? We think that the answer is generally no. However it is easy to construct such permutations F with low differential uniformity as discussions of this section show.
From now on, we consider the following functions:
Proposition 5. Let γ ∈ F * 2 n , 1 i < n, i = n/2, and
If T r(γ
In both cases, δ(F i,γ ) 4 for odd n and 4 δ(F i,γ ) 6 for even n.
Proof. The bounds on δ(F
To complete the proof, we apply Corollary 2. 2
Now, we are going to study two subclasses of functions of type (19) . The first subclass is given by (20) where we put i = 1. Note that, in this case, Proof. We apply Proposition 5. The function F is a permutation when n is even and a 2-to-1 function for odd n; we get also the upper bounds on δ(F ). We use notation and formula from (19) , (15) and (p1)-(p4). For any a ∈ F * 2 n , if x / ∈ {0, a} we can write f a (x) = a(x 2 + ax) −1 and
T r x
Note that
Thus, E(a, 1/a + 1) has at most 4 solutions, since f a (x) + T r(h a (x)) = 1/a + 1 with T r(h a (x)) = 1 is impossible. For u ∈ F 3 2 , define the property (E u ) on a ∈ F * 2 n as follows:
1. Assume that n is even. We take u = (0, 0, 1). Our goal is to prove that δ(F ) = 6 if and only if there is a such that (E u ) holds. According to (22) T r(h a (x)) = 1, which is
So we get respectively the second and the third condition of (E u ). 2. Assume that n is odd. The equation E a,1/a has 4 solutions when ( * ) and ( * * ) have both 2 solutions. We are going to prove that it is the case when there is a such that (E u ) holds for u = (0, 0, 0). We give a brief proof since the method is similar to even n.
The solutions of ( * ) are {0, a} with T r(a and sufficiently large n, the existence of a satisfying (E u ) follows from [13, Theorem 1.1], which we adapted for our case in the next theorem. We first need the following definition:
. We say that the f i (x) form a strongly linearly independent set over F 2 if there is no (v 1 , v 2 , v 3 
form a strongly linearly independent set over F 2 . Further, for 1 i 3 let
a strongly linearly independent set over F 2 . Consequently, the property (E u ), u ∈ F The inequality n 38 is obtained by computing (24) with m = 3. We complete the proof by using Theorem 7. 2 Remark 8. To extend Lemma 6, note that by Theorem 5, for odd n the function
We noticed that sparse permutations with differential uniformity 4 are rare for even n. However there are functions x → x −1 + γ T r(x t ), on F 2 n with n even and for some t which are not bijective but have the same differential uniformity as x → x −1 .
Theorem 8. Let n be even, t ∈ {3, 5} and γ ∈ F * 2 n , and set
Then δ(F t,γ ) = 4 for any γ such that γ 3 = 1 when t = 3, as well as for any γ such that
Proof. Notation is as we stated at the beginning of this section and the method is the same as for Lemma 6. Here h a is the derivative of x → x t in point a and we begin by
If t = 5 then
since
Now, according to (19) , (15) and (p1)-(p4), we look at the solutions x of
Note that if x ∈ {0, a} then T r(h a (x)) = T r(a t ). Recall that δ(F t,γ ) = 6 if and only if either E(a, 1/a) or E(a, 1/a + γ) has 6 solutions. We are going to prove that it is impossible. Assume that t = 3. Note that when f a (x) = 1/a, x / ∈ {0, a}, we get T r(h a (x)) = 0, from (26) . This implies that E(a, 1/a + γ) has at most 4 solutions, since it is impossible to have F a (x) = 1/a + γ with T r(h a (x)) = 1. Now, E(a, 1/a) has four solutions when T r(a 3 ) = 0. These are {0, a} and the two solutions of x 2 + ax + a 2 = 0. There are two other solutions if and only if there is x / ∈ {0, a} such that f a (x) = γ+1/a with T r(h a (x)) = 1. Note that f a (x) = γ + 1/a if and only if
But from (26) T r h a (x) = T r a
This is because (with γ 3 = 1)
So, it is impossible to have f a (x) = γ + 1/a, with T r(h a (x)) = 1, x / ∈ {0, a}. Hence E(a, 1/a) has at most four solutions.
, from (27) . Assume that T r(a 5 ) = 0. In this case we get four solutions, which are {0, a} and the two solutions of x 2 + ax + a 2 = 0, x / ∈ {0, a}. We proceed as previously to prove that there are no other solutions. With f a (x) = γ + 1/a, and assuming (29), we get: 
Two quadratic monomials
In this section, we study the functions over F 2 n of the form
where j and k are nonzero integers. 
Corollary 5. Let F be given by (30). Then

APN or not
In this subsection we study the derivatives of F , that is we consider the functions
Note that g a and h a are linear functions so that G a is linear too. Hence G a is 2-to-1 if and only if its kernel has dimension 1. Recall that a function is APN if and only if all its derivatives are 2-to-1. Our goal is to compute the kernel of the functions G a of the form (31).
Remark 9. Since x → x 2 j +1 is APN, because j and n are coprime, the function g a is 2-to-1 for every non-zero a. Thus the image set of g a is a hyperplane in F 2 n , which we denote H a . Recall that a hyperplane H in F 2 n is defined by a unique non-zero λ ∈ F 2 n such that H = {y ∈ F 2 n | T r(λy) = 0}. Next we determine λ defining H a . It must hold: 
The next theorem is a binary version of [11, Theorem 6] .
Theorem 9. Let L 1 : F 2 n → F 2 n be a linear function with kernel {0, α} and γ, β ∈ F * 2 n
Then the kernel K of L has dimension at most 2. Moreover this kernel has dimension 1 if and only if either (i) or (ii) is satisfied:
The next corollary is an instance of the theorem above. We include a sketch of proof for completeness. If G a is not 2-to-1, its kernel has dimension 2.
Proof. We apply Theorem 9 with L 1 (x) = g a (x), K is the kernel of G a and β = a
Because g a is a 2-to-1 function, the kernel of g a is {0, a}. Note that T r(βa) = 0, since
Thus, the result comes directly from Theorem 9. 2
Note that, from Remark 9, the fact that γ belongs to the image set of g a means that T r(γ/a 2 j +1 ) = 0. Also, we know that δ(F ) ∈ {2, 4}. Thus we have directly 
Then F is APN if and only if for all a ∈ F * 2 n such that T r(γ/a
Proof. Suppose that there is u such that u
there is v ∈ F 2 n as follows
Since gcd(j, n) = 1, there are only two solutions of (35) if T r(γ/a It is easy to check that if T r(A) = 0 then v = L(A). Indeed, for any y we have: 
By applying Corollary 7, we obtain that F is APN if and only if for all a ∈ F * 2 n such that T r(A) = 0 we have
A special case
To illustrate the results of the previous subsection we propose some complements on the function x → x 3 + γ T r(x 9 ), which is APN for any n with a suitable γ. This obviously holds when γ = 1, for any n. But when n is even, it holds also for γ ∈ F 4 . Indeed, in this case, we get T r γ a 3 + a 6 γ 4 + γ = 0. 2
In Section 3.3, we showed how 2-to-1 functions yield permutations. The function F (x) = x 3 + T r(x 9 ) is 2-to-1 for odd n. 
Conclusion
In this paper we focused on the permutations introduced in [10, 11] which are as sparse as possible and have a low differential uniformity δ. While it is easy to obtain an upper bound on δ, it is difficult to give the exact value of δ. In this context, we present new methods and new tools expecting that they can be used for other kinds of functions too.
The This problem is difficult since it is related to finding the spectrum of Boolean functions including two monomials, or with the weight enumerator of cyclic codes with three zeros. This appears clearly when one studies the component functions (see Section 3.2).
Further functions F s,t,γ . The set of functions F s,t,γ on F 2 n is very rich. It is of interest to identify specific sets of integers s and t yielding such functions with particular properties. For example it would be interesting to study the properties of functions It is worth to note that with i = j = 1 we get the APN function x → x 3 + γ T r(x 9 ) which is not a permutation.
Another interesting choice for s would be the so-called Kasami exponent. Recall that the integers includes permutations with low differential uniformity. Again, we would like to remark that with i = 1 we get the function x 3 + γ T r(x 9 ).
